
OBSERVABLE BEHAVIORS 
ASSOCIATED WITH YOUTH 
RADICALIZATIONB

• Significantly narrowing social circles by 
decreasing contact with family and peers

• Withdrawing from normal activities or interests 

• Noticeably shifting in political or religious 
thought toward more extremist viewpoints

• Having unusual physical or psychological 
altercations with peers and displaying 
uncharacteristic quickness to anger

• Showing interest in violent extremist literature, 
symbols, or imagery

• Newly identifying with a specific community

• Displaying increased apathy or disillusionment

• Taking an interest in violent events and prominent 
extremist ideologues

b*During teenagers’ emotional and cognitive development, they often display 
behavioral changes similar to some of those listed; however, when multiple behaviors 
listed are observed – along with associated vulnerabilities – authority figures should 
take note.*

SCOPE AND METHODOLOGY
This pamphlet is intended for use in local 
communities to help inform community authority 
figures of concerning behavior associated with 
radicalization to extremist violence in youth, 
methods to identify vulnerable persons, and 
opportunities to intercede and mitigate radicalizing 
factors. It is based on the National Counterterrorism 
Center’s radicalization framework and academic 
studies, as well as input from US Government 
partners and law enforcement professionals.

RESOURCES
• Schoolsafety.com, created by the 

Department of Homeland Security (DHS), US 
Department of Education (ED), Department 
of Justice (DOJ), and Department of 
Health and Human Safety (HHS) to share 
recommendations to keep schools safe

• Safe School/Healthy Students Initiative, 
found at healthysafechildren.org, a joint 
venture by ED, DOJ, and HHS to promote 
mental health and prevent youth violence 

• Youth.gov, a site that promotes positive 
health for youths by identifying evidence-
based strategies, resources, and tools, 
including information on violence prevention

• Invent2Prevent, a DHS program that 
challenges students at universities across 
the country to develop their own dynamic 
products, tools, or initiatives to prevent 
targeted violence and terrorism

• Mis-, Dis-, and Malinformation Resource 
Library, found at cisa.gov/mdm, a DHS 
program that aims to provide training 
and tools to improve critical thinking and 
digital literacy when dealing with malicious 
information 

• US Violent Extremist Mobilization 
Indicators (2021 Edition), found at dni.gov, 
a booklet that identifies observable behaviors 
that may help determine whether people 
are preparing to engage in violent extremist 
activities

UNDERSTANDING AND 
MITIGATING YOUTH 
VULNERABILITIES 
TO EXTREMIST 
MESSAGING:
A Guide for Community Authority Figures  
and Bystanders

Persistent exposure to violent extremist ideology 
across multiple years increases a minor’s 
vulnerability to radicalization and mobilization 
to violence, stressing the importance of early 
intervention.

Length of Exposure to Violent Extremist Ideology

HIGH

LOW HIGH

Child
3 years to 5 Years

Tween
6 years to 12 Years

Teen
13 years to 20 Years



Best Practices for Mitigating Vulnerabilities
Attempts to disrupt radicalization in minors are most 
effective when they involve non-extremist families and 
community-based stakeholders working together and:

 • Encourage robust historic and political 
discussion, analysis, critical thinking, and 
tolerance to build the capacity for minors to 
better navigate rhetoric and public discourse

 • Provide instruction and guidance on proper 
Internet use and digital literacy, while explaining 
the benefits and dangers of using the Internet 
and phone applications

 • Foster an environment of inclusion and 
belonging where all thoughts are considered 
equally

 • Encourage extracurricular activities and hobbies 
that provide a physical or emotional outlet, 
achievable benchmarks, and a shared group or 
community

 • Support and assist in developing a plan 
following school that provides a goal for the 
future and a purpose to work toward

 • Encourage difficult discussions with trusted 
individuals instead of having minors seek 
answers alone; possibly provide resources 
to connect minors with community mentors, 
mental health professionals, and support groups

 • Talk openly about, and improve access to, 
mental health care to allow youth to seek help 
when needed 

Exploitative Narratives

Violent extremist narratives offer minors structure, 
certainty, and the chance to overcome perceived 
victimization. Violent extremist narratives can appeal 
to youth because they:

 • Provide minors with a simple “us versus 
them” construct

 • Exploit past injustices, glorify heroes, and 
invoke feelings of a “golden age” that was 
lost and must be reclaimed

 • Highlight an ideological goal over a 
person’s aversion to violence, explaining 
that violent action is morally just because 
society will benefit in the end

Avenues for Engagement with 
Extremist Narratives

 • Older role models, often family 
members, can be the source of a minor’s 
indoctrination, which can occur online or in 
person

 • A minor’s own dissatisfaction, boredom, 
isolation, and perceived marginalization 
can become the catalyst needed for the 
person to engage with violent extremist 
content and entities

 • Social media can be used to follow and 
review violent extremist messaging, often 
accelerating the radicalization process

Signs of Adoption of Narratives

 • Attempts to align personal affiliations, 
identities, and viewpoints to coincide with 
that of a violent extremist group’s narrative, 
fostering a sense of belonging and purpose

 • Use of social media to propagate violent 
extremist narratives

YOUTH VULNERABILITIES 
TO RADICALIZATION
Youth often seek out simple moral structures 
while their brains are still developing. They can be 
attracted to violent extremist narratives that appeal 
to a range of developmental needs, such as for an 
identity, certainty, or purpose.  
 
Factors that Contribute to Radicalization 
of Youth to Violent Extremism:

 • Low self-esteem or self-worth 
 • Insufficient opportunities for personal, 

or professional growth to achieve a 
purpose

 • Social exclusion and a desire to belong  
 • Tendencies toward impulsive, risk-taking, 

and adventure-seeking behavior
 • Perceived political, economic, or social 

marginalization or discrimination
 • Belonging to a community that has 

reduced contact with those outside 
it, stressing feelings of exclusion and 
identity issues

 • Reliance on online platforms, which may 
be exploited by violent extremists, for 
social connections and bonds

These vulnerabilities can be exacerbated by 
personal trauma and psychological issues. 

aRadicalization is the process by which a person comes to believe that his or her 
engagement in or facilitation of violence to achieve social and political change 
is necessary and justified.   
bThe National Counterterrorism Center is committed to safeguarding the rights 
guaranteed by the United States Constitution and applicable law. It is therefore 
important to emphasize that some of the behaviors included here may also relate 
to protected activities. It is most important to look critically and contextually at the 
specific actions of the subject and their intent. Individually, these behaviors may 
be innocuous, and in a prison setting, many of these behaviors might be normal 
and not indicative of radicalization. However, the presence of several of these 
factors can help reveal the prisoner’s motivations, capabilities, and likelihood of 
radicalizing to violent extremism.
WARNING: Information contained in this document should not be taken as 
evidence of guilt or innocence and should not be relied upon for operational or 
enforcement action. Open-source reporting contained in this document is also 
not confirmation of its credibility or accuracy, nor does it imply NCTC’s official 
view or endorsement.


