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[bookmark: _Toc242089259]How to Use This Template
This plan is a template that any school district, charter school, or nonpublic school can adapt. To complete it:
1. Replace every item in [brackets] with your district's information.
1. Complete the vulnerability assessment and the checklist in Appendix A for each kitchen and serving site.
1. Fill in the roles in Section 3 and the emergency contacts in Appendix B.
1. Remove items that do not apply, and add procedures specific to your operation, such as a central kitchen, satellite sites, or contracted food service.
1. Delete the yellow instruction boxes.
1. Have the plan reviewed by district legal counsel, the local health department, and local law enforcement before adoption.
Instructions: Keep the full plan secure. Share the Quick Reference Card in Appendix D with all food service staff and share only the information each audience needs.
[bookmark: _Toc242089260]1. Overview
This Emergency Plan for Food Defense is an annex to the [District Name] Emergency Operations Plan (EOP). It describes how the district prevents, prepares for, responds to, and recovers from deliberate attempts to contaminate food, water, or food service areas. It follows the National Incident Management System (NIMS) and the Incident Command System (ICS) used in the district EOP.
[bookmark: _Toc242089261]1.1 Food Safety and Food Defense
Food safety protects against accidental contamination of food by biological, chemical, or physical hazards, such as improper cooking temperatures, poor hygiene, or foreign objects. Schools in the National School Lunch Program must already maintain a written food safety program based on Hazard Analysis and Critical Control Point (HACCP) principles, as required by 7 CFR 210.13.
Food defense protects against intentional harm. The U.S. Food and Drug Administration (FDA) defines it as "the effort to protect food from acts of intentional adulteration or tampering." For schools, the USDA Food and Nutrition Service describes food defense as having measures in place to reduce the chances of someone intentionally contaminating food in order to harm children and cause panic, alarm, and distrust.
[bookmark: _Toc242089262]1.2 Why Schools Need a Food Defense Plan
Children are especially vulnerable to foodborne illness and to chemical exposure. School cafeterias serve large numbers of students at predictable times, use self service areas such as salad bars and condiment stations, and receive regular deliveries from outside suppliers. These conditions make the cafeteria and the food system behind it an attractive target.
The threat can come from outside or inside: a visitor, a contractor, a current or former employee, or a student. In September 2026, a 15 year old student was charged with domestic terrorism and attempted murder after allegedly mixing household chemicals in a Portland, Oregon high school cafeteria during breakfast. At least seven students and staff needed medical care. That incident did not involve food, but it shows why food defense planning must cover the cafeteria space and the people in it, not only the food.
Despite these risks, a national study published by the School Nutrition Association in 2021 found that almost 68 percent of districts reported having no food defense plan.
[bookmark: _Toc242089263]1.3 Purpose
This plan:
1. Provides a process to assess vulnerabilities and select control measures.
1. Establishes security, supervision, and training practices that reduce the risk of intentional contamination.
1. Defines the triggers that activate the plan and the immediate actions staff must take.
1. Assigns roles and responsibilities consistent with NIMS and the district EOP.
1. Guides communication, recovery, and plan improvement after an incident.
[bookmark: _Toc242089264]1.4 Scope
This plan applies to all district facilities where food or water is received, stored, prepared, transported, or served, including central kitchens, satellite kitchens, serving lines, classrooms used for meal service, vending, concessions, and summer or off-site meal programs. It applies to all district employees, contracted food service staff, substitutes, and volunteers.
The following are addressed in other district plans and are outside the scope of this annex: routine food safety failures (temperature control, sanitation, hygiene), equipment failure, food recalls and spoilage, natural hazards, utility outages, and interruptions in food delivery. If an event that begins as one of these is later suspected to be intentional, this plan is activated.
[bookmark: _Toc242089265]1.5 Related Plans
1. [District Name] Emergency Operations Plan
1. District Food Safety Program based on HACCP principles
1. Behavioral Threat Assessment procedures
1. Hazardous Materials and Chemical Hygiene Plans
1. Crisis Communications Plan
1. Continuity of Operations Plan
[bookmark: _Toc242089266]2. Planning Assumptions
1. An intentional contamination incident may not be recognized as intentional at first. It may appear as a routine foodborne illness, a foul odor, or an unexplained cluster of symptoms.
1. The first responders to a suspected incident will be district staff, local law enforcement, fire, and emergency medical services.
1. The local health department has primary authority for investigating illness and verifying the safety of food and water in its jurisdiction.
1. Local law enforcement will lead the initial criminal investigation. The FBI may assume the lead if the incident is suspected terrorism. State and federal food regulators (FDA or USDA FSIS) may be involved depending on the product.
1. Depending on the substance involved, contaminated food, equipment, and waste may need to be handled as hazardous material and as evidence.
1. Affected facilities and vehicles may need to be cleaned, decontaminated, and cleared by public health officials before use.
1. Public concern will be high. Clear, accurate, and timely communication will be essential to maintaining trust in the school meal program.
1. The district maintains written Standard Operating Procedures (SOPs) and a HACCP-based food safety program with identified critical control points.
[bookmark: _Toc242089267]3. Roles and Responsibilities
Instructions: Insert names and contact information for each role. Assign a primary and a backup for every role.
	Role
	Responsibilities

	Food Defense Coordinator
[Name, title]
	Owns this plan; leads annual assessment and review; coordinates training and exercises; maintains records.

	Director of Food and Nutrition Services
	Approves food defense procedures; manages suppliers and purchasing controls; directs suspension of food service and alternate meals.

	Kitchen Manager (each site)
	Implements daily security and supervision; controls keys and access; receives deliveries; first to stop service and isolate food.

	Building Principal
	Serves as Incident Commander at the building until relieved; directs evacuation, shelter, or student care; notifies district leadership.

	District Safety Coordinator
	Coordinates with law enforcement and emergency management; integrates this annex with the EOP; leads after action review.

	Facilities and Maintenance
	Secures exterior, storage, utility, water, and HVAC controls; shuts down air handling when directed; secures custodial chemicals.

	School Nurse and Health Services
	Assesses and triages students and staff; tracks symptoms; coordinates with EMS and the local health department.

	Communications Officer
	Serves as the single spokesperson; prepares family, staff, and media messages in coordination with health and law enforcement.

	Threat Assessment Team
	Evaluates reported threats, concerning behavior, or interest in contamination or poisons involving students or staff.

	School Resource Officer or Law Enforcement Liaison
	Secures the scene and evidence; coordinates with investigating agencies.

	Local Health Department
	Leads illness investigation; directs sampling, food disposition, and facility clearance.


[bookmark: _Toc242089268]4. Mitigation and Prevention
[bookmark: _Toc242089269]4.1 Vulnerability Assessment
A vulnerability assessment is the first step in food defense. It identifies where food, water, and food service areas could be reached by someone intending harm, and which points need stronger controls. Complete an assessment for each kitchen and serving site at least once a year, after any significant change in operations or facilities, and after any incident.
The CARVER + Shock method, used by the FDA and USDA, rates each point in the food system on seven attributes. Score each attribute from 1 (low vulnerability) to 10 (high vulnerability). Points with the highest totals need the strongest controls.
	Attribute
	What it measures

	Criticality
	The public health and economic impact if this point were attacked.

	Accessibility
	How easily someone could physically reach the point and leave undetected.

	Recoverability
	How long it would take the operation to recover.

	Vulnerability
	How easily an attack could be carried out at this point.

	Effect
	How much of the food supply or meal service would be affected.

	Recognizability
	How easily someone could identify this point as a target.

	Shock
	The psychological, social, and economic impact of an attack.



Points that typically score high in schools include central kitchens that prepare large batches for multiple sites, bulk liquid containers and kettles, self service areas, unattended delivery areas, ice machines, and areas left unlocked between meal periods. The FDA Food Defense Plan Builder and Mitigation Strategies Database can help identify controls.
[bookmark: _Toc242089270]4.2 Prevention Strategies (ALERT)
The FDA's ALERT framework organizes prevention into five areas.
A: Assure that supplies and ingredients come from safe and secure sources
1. Purchase food, packaging, and supplies only from approved, licensed, reputable suppliers. Maintain a vendor approval list.
1. Include food defense expectations in purchasing contracts and ask suppliers to describe their food defense practices.
1. Require locked or sealed, tamper evident containers for all deliveries, including those from district central kitchens.
1. Keep a current list of alternate suppliers. Tell staff where it is kept.
1. Supervise all deliveries. The receiving door is the first point to stop a contaminated product.
L: Look after the security of products in the facility
1. Segregate, document, and handle distressed, damaged, and returned products. Discard products of questionable origin or with illegible codes.
1. Track incoming and in use ingredients, packaging, and chemicals.
1. Limit access to storage areas and to controls for air, water, electricity, and refrigeration.
1. Conduct random inspections of storage areas, vehicles, and utility controls.
E: Employees, establish identification and access control
1. Conduct background checks on all food service staff, including substitutes, temporary and contract staff, and volunteers, in line with state law and district policy.
1. Issue identification badges or uniforms, keep daily rosters current, and know who should be on site.
1. Limit access to areas and hours needed for each job. Use keys, codes, or card access for sensitive areas.
1. Collect keys, badges, and access credentials immediately when someone leaves the district.
R: Report on security and review effectiveness
1. Review and test the effectiveness of food defense measures at least annually.
1. Perform random food defense inspections and document results.
1. Maintain records that trace food from supplier to service.
1. Review lessons learned from incidents in this and other districts.
T: Threats, notify authorities of any threat or suspicious behavior
1. Report any threat, suspected tampering, or suspicious behavior immediately to the Kitchen Manager, Principal, and law enforcement.
1. Hold any product that may have been tampered with in a secure area. Do not discard it.
1. Notify the local health department, and the FDA or USDA FSIS as appropriate. Emergency numbers are listed in Appendix B.
[bookmark: _Toc242089271]4.3 Insider and Student Threat Awareness
Most people who plan to harm others show warning signs first. Staff should report behavior, not assumptions about who a person is. Concerning behaviors include:
1. Threats, statements, or online posts about poisoning, contaminating food, or harming others.
1. Unusual interest in kitchen access, delivery schedules, chemical storage, or HVAC controls.
1. Being in restricted areas without a reason, or at unusual hours.
1. Bringing unexplained containers, chemicals, or substances into the building or cafeteria.
1. Expressed grievances combined with talk of revenge against the school or specific people.
Reports involving students or staff are referred to the district Behavioral Threat Assessment Team. Reports involving an immediate risk go directly to law enforcement.
[bookmark: _Toc242089272]5. Preparedness
	Preparedness Goals

	Prevent unauthorized access to food service areas by people or materials.

	Protect food and water from intentional contamination from receipt through service.

	Ensure only authorized personnel are in food service areas.

	Respond quickly and consistently to a threat or incident using planned actions.


[bookmark: _Toc242089273]5.1 Security
Outside the Facility
1. Define property boundaries and limited access areas with fencing, signage, or barriers.
1. Provide lighting to monitor kitchens, docks, and parking areas at night and early morning.
1. Install and monitor cameras covering loading docks, kitchen entrances, and outside storage.
1. Lock doors, gates, windows, roof hatches, vents, and outside refrigeration and storage units whenever unattended.
1. Equip emergency exits with self-closing, self-locking hardware and alarms as allowed by fire and building codes.
1. Locate visitor parking away from food service entrances where possible.
Shipping and Receiving
1. Assign trained staff to receive and verify every delivery, including after-hours deliveries.
1. Require advance notice of deliveries and check each delivery against a schedule. Question or refuse unscheduled deliveries.
1. Require photo identification from delivery drivers.
1. Inspect packaging, seals, and labels for tampering, counterfeiting, or damage before accepting a delivery.
1. Never leave deliveries unattended outside or at an open door.
1. Limit receiving areas to authorized personnel.
Storage Areas
1. Lock or alarm all food, chemical, and packaging storage areas.
1. Keep an access log for storage areas or use electronic access records.
1. Maintain accurate inventories of food, supplies, and chemicals, and investigate unexplained additions or losses.
1. Examine stored materials periodically for evidence of tampering.
Data Systems
1. Limit access to point of sale, inventory, and ordering systems, and remove access immediately when employment ends.
1. Use district cybersecurity standards, including multifactor authentication where available.
1. Back up transaction and inventory data regularly and keep transactions traceable.
Food Production and Service Areas
1. Map each food service area, including storage, production, serving lines, self-service stations, vending, and concessions.
1. Designate restricted areas, mark them clearly, and define who may enter and when.
1. Lock the kitchen and cafeteria serving areas when not in use.
1. Secure bulk ingredient containers, kettles, and large batch operations, and supervise them during use.
1. Monitor self service areas such as salad bars, condiment stations, and share tables throughout every meal period.
1. Restrict and secure controls for HVAC, water, electricity, and gas serving food service areas.
1. Require at least one authorized food service employee to be present whenever the area is not secured.
1. Escort and log all non-food service personnel, including contractors, pest control, maintenance, and visitors.
1. Do not allow food service areas to be used for outside events unless supervised by regular food service staff.
[bookmark: _Toc242089274]5.2 Supervision
Food service Personnel
1. Maintain a daily roster of food service staff and volunteers and share it with the building office.
1. Require identification badges and uniforms or aprons in all work areas.
1. Use a two-person rule for sensitive tasks, such as large batch preparation without a supervisor present.
1. Account for all keys, badges, and access codes issued to current and former staff.
1. Encourage staff to report anything unusual without fear of reprisal.
Employees are the FIRST line of food defense. Teach every employee to:
	
	Employee Action

	F
	Follow the district food defense plan and procedures.

	I
	Inspect your work area and the surrounding area.

	R
	Recognize anything out of the ordinary.

	S
	Secure all ingredients, supplies, and finished products.

	T
	Tell management about anything unusual or suspicious.



Cafeteria Supervision
1. Assign enough adults to actively supervise every meal period. Supervisors circulate, watch self service areas, and know students by name.
1. Watch for students or adults carrying unusual containers or substances, or tampering with food, drinks, or equipment.
1. Know how to stop service and evacuate the cafeteria (Section 6).
Procedures to Prevent Intentional Contamination
1. Do not open or handle mail in food service areas.
1. Inspect ingredient packages before use for broken seals, discoloration, unusual odors, or residue.
1. Keep personal food, drinks, and medications out of food production and storage areas. Provide separate storage for staff personal items.
1. Apply district policy to food brought in for classroom celebrations, fundraisers, and events.
1. Store leftovers in sealed, labeled, dated containers. Discard food or ingredients that are not properly sealed and labeled.
1. Rotate stock using first in, first out.
1. Secure potential contaminants from elsewhere in the building, including custodial chemicals and science laboratory materials.
1. Designate a secure holding area for suspect food and do not disturb a possible crime scene.
[bookmark: _Toc242089275]5.3 Safety
Standard Operating Procedures
The district food safety program includes SOPs for cleaning and sanitizing, time and temperature control, date marking, employee health, food recalls, personal hygiene, receiving, labeling and storage, serving and transporting food, thermometer use, and washing produce.
Hazardous Chemicals
1. Store chemicals in a locked area away from food preparation and storage.
1. Keep an inventory of chemicals in food service areas and investigate discrepancies immediately.
1. Train staff to use, store, and dispose of chemicals safely.
1. Coordinate with custodial and science departments to control access to their chemicals.
Water and Ice
1. Secure outside access to water supply connections and ice making equipment.
1. Control access to ice machines and ice storage. Use scoops stored in a sanitary holder.
1. Identify an alternate source of safe drinking water.
1. Know how to contact [Water Utility Name, Phone] and the local health department if the water supply may be unsafe.
[bookmark: _Toc242089276]5.4 Maintenance
1. Inspect equipment for tampering or damage before use.
1. Monitor equipment operation and temperatures and investigate unexplained changes.
1. Secure bulk storage containers, especially those holding liquids.
1. Keep an emergency supply of disposable trays and utensils.
[bookmark: _Toc242089277]5.5 Recordkeeping
1. Keep production, temperature, and corrective action records required by the food safety program.
1. Keep purchase and production records that trace food from supplier to service.
1. Keep access logs, delivery logs, chemical inventories, inspection results, and training records.
1. Retain records for the current year plus three prior years, or longer if required by state law or an open investigation.
[bookmark: _Toc242089278]5.6 Training and Exercises
1. New staff, substitutes, and volunteers complete food safety and food defense orientation before working with food.
1. All food service staff complete annual food defense awareness training, including the FIRST actions and how to report concerns.
1. Cafeteria supervisors and building administrators are trained on the Section 6 response actions.
1. Train staff to recognize behavior that may indicate an insider threat, focusing on actions, not on personal circumstances.
1. Conduct at least one tabletop exercise per year that includes a food defense or cafeteria contamination scenario. The FDA Food Related Emergency Exercise Bundle provides ready made scenarios.
1. Keep training and attendance records for all staff, paid and volunteer.
[bookmark: _Toc242089279]5.7 Emergency Contacts
1. Complete the Emergency Contact List in Appendix B and verify it at least annually.
1. Post the list in each kitchen office and provide it to key staff electronically.
1. Establish relationships in advance with the local health department, law enforcement, fire and HAZMAT, and the regional poison center.
1. Follow the district Crisis Communications Plan for messages to families, staff, and the media.
[bookmark: _Toc242089280]6. Response
[bookmark: _Toc242089281]6.1 Plan Activation Triggers
Activate this plan when any of the following occurs:
1. A threat is received, by phone, mail, email, or social media, stating that food or water has been or will be contaminated.
1. Evidence of tampering is found, such as broken seals, foreign substances, unusual powders, odors, colors, or tastes.
1. A security breach occurs in a kitchen, storage area, delivery vehicle, or utility control.
1. Suspicious behavior is observed near food, water, or food service equipment.
1. A cluster of students or staff develops similar symptoms after eating, such as nausea, vomiting, diarrhea, cramps, dizziness, blurred vision, headache, or difficulty breathing.
1. An unexplained odor, gas, or chemical release occurs in the cafeteria or kitchen.
[bookmark: _Toc242089282]6.2 Immediate Actions
The first staff member aware of the situation takes these actions:
1. Protect people. If anyone is ill, having trouble breathing, or in danger, call 911.
1. Stop service. Stop serving the affected food or drink and close self service areas.
1. Do not touch. Do not taste, smell, move, or discard suspect food, containers, or materials.
1. Isolate. Keep people away from the area and secure it.
1. Notify. Tell the Kitchen Manager and Principal immediately. The Principal notifies district leadership, law enforcement, and the local health department.
1. Document. Record what was observed, when, and who was present on the Incident Log in Appendix C.
[bookmark: _Toc242089283]6.3 Suspected Food or Water Contamination
1. Suspend food service at affected sites until cleared by the health department and law enforcement.
1. Send ill students and staff to the school nurse or EMS. Contact the Poison Help line (1 800 222 1222) for guidance.
1. Identify and inventory the affected food by product, lot, location, and the meals in which it was served.
1. Identify who may have been exposed, using meal counts and point of sale records.
1. Isolate and secure all suspect food and packaging. Do not destroy anything until directed by the health department or law enforcement. Retain samples.
1. Check other sites that received the same product or deliveries.
1. Begin alternate meal service using safe, sealed products or an alternate site.
[bookmark: _Toc242089284]6.4 Chemical Release or Unknown Odor in the Cafeteria
1. Evacuate the cafeteria and kitchen immediately to an area upwind and away from the building intake vents.
1. Call 911 and report a possible chemical release.
1. Facilities shuts down air handling units serving the affected area when directed by fire officials.
1. Do not reenter until cleared by fire or HAZMAT officials.
1. Account for all students and staff and send anyone with symptoms to EMS.
1. Treat the area as a crime scene. Preserve video and records.
[bookmark: _Toc242089285]6.5 Threat Received
1. Keep the caller on the line if possible and record exact words, time, and details. For written or online threats, preserve the message.
1. Notify the Principal and law enforcement immediately.
1. Hold all food named in the threat. Do not serve it until law enforcement and the health department decide how to proceed.
1. Refer threats from students or staff to the Threat Assessment Team after law enforcement is notified.
[bookmark: _Toc242089286]6.6 Communication
1. The Communications Officer is the only spokesperson. Staff refer all media inquiries to that person.
1. Coordinate all messages with the health department and law enforcement.
1. Tell families what is known: whether affected food was served, where, when, and to whom; symptoms to watch for; what the district is doing; and where to get updates. Only health professionals provide medical advice.
1. Provide messages in the languages spoken by district families.
1. Document all communications.
[bookmark: _Toc242089287]7. Recovery
[bookmark: _Toc242089288]7.1 Restoring Operations
1. Clean and decontaminate facilities and equipment as directed by the health department.
1. Dispose of contaminated food and materials as directed, which may include hazardous waste procedures.
1. Resume food service only after clearance by the health department and law enforcement.
1. Provide counseling and support for students and staff as needed.
[bookmark: _Toc242089289]7.2 After Action Review
Within 30 days of an incident or exercise, the Food Defense Coordinator and District Safety Coordinator lead an after-action review that:
1. Identifies where the vulnerability or breach occurred.
1. Evaluates the response, including communication and coordination with partner agencies.
1. Lists corrective actions, owners, deadlines, and funding sources.
1. Identifies steps to restore confidence in the school meal program.
1. Updates this plan, training, and procedures.
[bookmark: _Toc242089290]7.3 Document Archive
Retain the following for the current year plus three prior years, or longer if required:
1. Incident logs and reports to the health department and other agencies.
1. Inventory and disposition of affected food.
1. Records of when, where, and to whom affected food was served.
1. Reports of symptoms from students and staff.
1. Communications issued and actions taken.
[bookmark: _Toc242089291]8. Plan Maintenance
1. The Food Defense Coordinator reviews this plan at least annually and after every incident, exercise, or significant change in operations, facilities, or staff.
1. Updates are recorded in the Record of Changes and redistributed to plan holders.
1. The Emergency Contact List is verified at the start of each school year.
1. The vulnerability assessment and Appendix A checklist are completed annually for each site.
[bookmark: _Toc242089292]Appendix A: Food Defense Assessment Checklist
Site: ________________________   Completed by: ________________________   Date: ____________
Outside the Facility
	Item
	Yes
	No
	N/A
	Notes

	1. Property boundaries and limited access areas clearly marked?
	
	
	
	

	2. Fencing or barriers prevent unauthorized access to docks and outside storage?
	
	
	
	

	3. Outside lighting adequate at night and early morning?
	
	
	
	

	4. Restricted areas secured with locks, sensors, or card access?
	
	
	
	

	5. Cameras cover loading docks, kitchen entrances, and outside storage?
	
	
	
	

	6. Outside refrigeration and storage units locked when unattended?
	
	
	
	



Shipping and Receiving
	Item
	Yes
	No
	N/A
	Notes

	1. All suppliers approved, licensed, and on a vendor list?
	
	
	
	

	2. Advance notice required for all deliveries?
	
	
	
	

	3. Deliveries checked against a schedule?
	
	
	
	

	4. Driver photo identification required?
	
	
	
	

	5. Trained staff assigned to receive every delivery, including after hours?
	
	
	
	

	6. Packaging, seals, and labels inspected for tampering before acceptance?
	
	
	
	

	7. Deliveries never left unattended?
	
	
	
	

	8. Procedure in place for refusing and documenting suspect deliveries?
	
	
	
	

	9. Distressed and damaged products segregated and documented?
	
	
	
	

	10. Receiving areas limited to authorized personnel?
	
	
	
	



Storage Areas
	Item
	Yes
	No
	N/A
	Notes

	1. All storage areas locked or alarmed?
	
	
	
	

	2. Access logged for storage areas?
	
	
	
	

	3. Inventories maintained for food, supplies, and chemicals?
	
	
	
	

	4. Stored materials periodically examined for tampering?
	
	
	
	

	5. Chemicals stored in a locked area away from food?
	
	
	
	

	6. Chemical inventory maintained and discrepancies investigated?
	
	
	
	

	7. Personal items prohibited in food storage areas?
	
	
	
	

	8. Off site storage locations identified in this plan?
	
	
	
	



Data Systems
	Item
	Yes
	No
	N/A
	Notes

	1. Access to point of sale, inventory, and ordering systems controlled?
	
	
	
	

	2. Access removed immediately when employment ends?
	
	
	
	

	3. Data backed up regularly?
	
	
	
	

	4. Transactions traceable?
	
	
	
	



Food Production and Service Areas
	Item
	Yes
	No
	N/A
	Notes

	1. Food service areas mapped and restricted areas marked?
	
	
	
	

	2. Access limited to authorized staff?
	
	
	
	

	3. Kitchen and serving areas locked when not in use?
	
	
	
	

	4. Non food service personnel escorted and logged?
	
	
	
	

	5. Bulk containers and kettles secured and supervised?
	
	
	
	

	6. Self service areas monitored during every meal period?
	
	
	
	

	7. HVAC, water, and utility controls secured?
	
	
	
	

	8. Authorized staff present whenever the area is not secured?
	
	
	
	

	9. Water and ice supplies secured and safe?
	
	
	
	

	10. Emergency procedure in place if water supply is lost or unsafe?
	
	
	
	

	11. Outside use of food service areas restricted?
	
	
	
	

	12. Contractors, such as pest control and repair, controlled?
	
	
	
	



Personnel
	Item
	Yes
	No
	N/A
	Notes

	1. Background checks completed for staff, substitutes, and volunteers?
	
	
	
	

	2. Identification badges and uniforms required?
	
	
	
	

	3. Daily roster maintained?
	
	
	
	

	4. Orientation includes food defense and emergency response?
	
	
	
	

	5. Annual food defense awareness training completed?
	
	
	
	

	6. Chemical safety training completed?
	
	
	
	

	7. Two-person rule used for sensitive tasks?
	
	
	
	

	8. Keys, badges, and codes accounted for?
	
	
	
	

	9. Secure storage provided for personal items?
	
	
	
	

	10. Exit procedures collect keys and badges and remove access?
	
	
	
	



Communication and Response
	Item
	Yes
	No
	N/A
	Notes

	1. Procedure for reporting suspicious activity known by all staff?
	
	
	
	

	2. Complaints and comments tracked for trends?
	
	
	
	

	3. Emergency Contact List current and posted?
	
	
	
	

	4. Family and media communication procedures in place?
	
	
	
	

	5. Cafeteria evacuation and chemical release procedures practiced?
	
	
	
	

	6. Food defense scenario included in an annual exercise?
	
	
	
	

	7. Records archived as required?
	
	
	
	



[bookmark: _Toc242089293]Appendix B: Emergency Contact List
Verified by: ____________________   Date: ____________
	Agency or Role
	Name
	Phone

	Emergency (Police, Fire, EMS)
	
	911

	Local Law Enforcement (non-emergency)
	
	

	School Resource Officer
	
	

	Local Health Department, Environmental Health
	
	

	Poison Help Line
	
	1 800 222 1222

	Fire Department HAZMAT
	
	

	State Department of Agriculture or Food Safety Agency
	
	

	State Child Nutrition Agency
	
	

	FDA 24 Hour Emergency Line
	
	1 866 300 4374

	USDA FSIS Meat and Poultry Hotline (meat, poultry, egg products)
	
	1 888 674 6854

	FBI Field Office
	
	

	Water Utility
	
	

	Superintendent
	
	

	Director of Food and Nutrition Services
	
	

	District Safety Coordinator
	
	

	Communications Officer
	
	

	Primary Food Supplier
	
	

	Alternate Food Supplier
	
	


[bookmark: _Toc242089294]Appendix C: Suspected Contamination Incident Log
	Item
	Details

	Date and time discovered
	

	Site and location
	

	Reported by
	

	What was observed
	

	Food, drink, or area involved (product, lot, location)
	

	Was the item served? To whom and when?
	

	Number of people with symptoms
	

	Symptoms reported
	

	Actions taken and by whom
	

	Agencies notified (name, time)
	

	Where suspect items are being held
	

	Incident number (law enforcement or health)
	


[bookmark: _Toc242089295]Appendix D: Quick Reference Card for Food service Staff
If you see tampering, a suspicious person, an odd substance or odor, or several people get sick after eating:
1. Call 911 if anyone is ill, having trouble breathing, or in danger.
1. Stop serving the affected food or drink.
1. Do not touch, taste, smell, or throw away anything suspect.
1. Keep people away from the area.
1. Tell your Kitchen Manager and the Principal right away.
1. Write down what you saw, when, and who was there.
If there is a strong odor or gas in the cafeteria: get everyone out, move upwind, call 911, and do not go back in.
Every day, remember FIRST: Follow the plan, Inspect your area, Recognize anything unusual, Secure your products, Tell management.
Kitchen Manager: ________________________
Principal: ________________________
Health Department: ________________________
[bookmark: _Toc242089296]Appendix E: Resources
1. USDA FNS, Creating Your School Food Defense Plan
1. FDA, Food Defense
1. FDA, Food Defense Plan Builder
1. FDA, Mitigation Strategies Database
1. FDA, Food Related Emergency Exercise Bundle (FREE B)
1. FDA, When and Where to Report Emergencies
1. USDA FSIS, Food Defense Tools, Resources and Training
1. Institute of Child Nutrition, Food Safety Resources
1. REMS TA Center, Food Safety and Food Defense: Developing a Contaminated Food Annex
1. Guide for Developing High Quality School Emergency Operations Plans
1. School Nutrition Association, Food Defense Practices in School Nutrition Programs (2021)
1. 7 CFR 210.13, School Food Safety Program Requirements
1. America's Poison Centers
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	Acronym
	Meaning

	ALERT
	Assure, Look, Employees, Report, Threat (FDA food defense framework)

	CARVER + Shock
	Criticality, Accessibility, Recoverability, Vulnerability, Effect, Recognizability, and Shock (vulnerability assessment method)

	CDC
	Centers for Disease Control and Prevention

	EOP
	Emergency Operations Plan

	EPA
	U.S. Environmental Protection Agency

	FBI
	Federal Bureau of Investigation

	FDA
	U.S. Food and Drug Administration

	FIRST
	Follow, Inspect, Recognize, Secure, Tell (employee food defense actions)

	FNS
	USDA Food and Nutrition Service

	FSIS
	USDA Food Safety and Inspection Service

	HACCP
	Hazard Analysis and Critical Control Point

	HAZMAT
	Hazardous Materials

	HVAC
	Heating, Ventilation, and Air Conditioning

	ICN
	Institute of Child Nutrition

	ICS
	Incident Command System

	NIMS
	National Incident Management System

	NSLP
	National School Lunch Program

	REMS
	Readiness and Emergency Management for Schools

	SOP
	Standard Operating Procedure

	USDA
	U.S. Department of Agriculture
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